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This manual provides the necessary information for first-time users to successfully
install the Atheros network driver interface specification (NDIS) driver, for the purpose of
evaluating and / or operating the Atheros WLAN 11n ISM Band Dongle STA Reference Design

in a Microsoft Windows environment and the Atheros Client Utility (ACU) .

This guide describes the steps required to install NDIS drivers for the WLAN 11n ISM
Band Dongle in Windows 2000, Windows XP, Windows XP 64, Windows Vista, Windows Vista
64. This guide also includes the detailed instructions for configuring the network adapter to
interact with an access point (AP) in infrastructure mode. Read this before installing the

Atheros WLAN 11n ISM Band Dongle and NDIS driver in the targeted operating system (OS)

environment.
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| NOPORMATI ON TO USER

Feder al Communication Commi ssion Interferen

This equi pment has been tested and found
for a Class B digital devi ce, pursuant to F
l imits are designedptotprovbdeagaasehahbhbhemf
i nterference in a residential installation.

This equi pment generates, uses and can r a
energy and, if not installed and used in ac
may cause harmful interdatrieoce. tdowawero, ctom
i's no guarantee that interference wil/ not
installation. | f this equipment does cause
television reception, which can be deter min
of f and onjstbecosenged to try to correct t
one of the foll owing measur es:

* Reorient or relocate the receiving antenni;
*I ncrease the separation between the equipl
* Connect the equipment into amoutlet on a
that to which the receiver is connected.

*Consult the dealer or an experienced radio
This device complies with Part 15 of the FC

subject to the following two conditions: (1
har mfiunt er ference, and (2) this device must
received, including interference that may c
FCC Caution: Any changes or modifications n

by the party responsi bl e f orr' sc oanptl h carnictey ctoau
operate this equipment.

| MPORTANT NOTE:

FCC Radiation Exposure Statement:

*This equipment complies with FCC radiatiol
forth for an uncontrolled environment. This
install ed and operdtetdawceh2Mcmi memween t he
radiator & your body.

*This transmitt-eocmustd notoperadving in conj

with any other antenna or transmitter.
[



REGULATORY INFORMATION
WLAN Mini USB Adapter must be installed and

accordahcehsitnstructions. This device comp
foll owing radio frequency and safety standa
USA Federal Communications Commi ssion (FCC)
This device complies with Part 15 of FCC Ru
subject to the following two conditions:

1. Thiiscedemay not cause har mful interferenc
2. This device must accept any interference

operation.

Eur opR&TTE Directive

This device complies with the specification
EN 300V326. 111()2004

EN 3041V489 .WNDEL0EN 3-07V14 89 1-08200 2

ENO9-20 2001

The channel identifiers, chagunélatoenyt € omiai e
of eadhawd e channel ferld oswh emwgn Tiarb | e .

Channl Cent g Regul atory Domains
Il dent{Frequ Nor 1
(MHZ)] Japal ETS | 'srg Fran| Mexi
Amer i
1 2412 N ” ”
2 2417 N - ”
3 2422 N - ” ”
4 2427 N - ” ”
5 2432 N - ” -
6 2437 N i ” ”
7 2442 N - - -
8 2447 N ” - ”
9 2452 N - - -
10 2457 N - - ” ”
11 2462 N v ” ” ”
12 2467 N ” -
13 2472 N ” ”
14 2484 ”




0 INTRODUCTION

Thank you for yoWANuridmad &E&MoBatmlde Dongl e

Featuring wireless technology, this wireles
been designed for both lammrdge tandcd smallla bl wsi
so that you can easily add more users and n

depending on your business scale.

FEATURES

Support MicrosofXtP,WiVnidsotvas. 2000

l ndowp 10t0o me,t eQust door wup .to 280 meters
270/ 240/ 180/ 1203 mI00282021/84 12/ 11/ 6/ 5.5/ 2/ 1
Mbps selectabbhedDmarni Rameof 300Mbps.
Support USB 2.0 interface.

64it,-bil®2 8o, T KWEPPR, AES.

2. 400GHz | SM Frequency Band.

Modul ati on BWetKH dQQdFIK/ QA M

Spread Spectrum

| EEE. BD2 : DSSS (Direct Sequence Spread S
| EEE 802n101FgDM ( Ort hogonal Frequency Divi
Easy operation and setting up.

SYSTEM REQUIREMENTS
Wi ndows System ; XWi nWiosmsa 2000

PCs must have a devilcte alrli vowes yomsttad | eadmn
with WLAN Mini USB Adapter.



BEFORE YOU START
1.Confirm Box Contents

ICEE 802 11big mmm—l-"":.'“
E_ (€ N
\Wireless LAN Adapter Quick Start Guide Driver CD

CONNECTING YOUR WLAN USB ADAPTER TO PC

Quick Start Guide
Connect your WLAN
y o WPrC.
l nstall driver.

WLAN USE Adapter

GETTING TO KNOW WIRELESS LAN USB ADAPTER

LED

LED turns on when POWER is applied to
LED is blinking when PC is seAdapgedat a



Q WIRELESS LAN BASICS

Wireless LAN net wor k ndbe/fg nsetda nbdya rldE EcEo n8ni 2t. tlel
coul dcbefi gured as

Ad Hoc wireless LAN, or

Infrastructure wireless LAN.

Ad Hoet work is a group of PCs installed wit
group of PCs is called a BSS (Basic Service
their wireless WANcaaredwitd eamim ot her, but

connectl hbet het

a
Scess Paint

Ad Hoc Wireless Network Infrastructure Wireless Network

The most obvi ous dinfffrerse wauec ¢lueetese enret wor k
anAd Hwicrel ess networkl nér abrhavucdlkee PEs 1 n
net work can access the reshAucees.iPoitmte | nte

Depending on your requirement, you can ea
net wor k Ad Bewhnf‘rast’ ucitrueleess networ k. Ge
speaking, i f i n y e uAcrcneestswiolrokii,h tt hvea er e c o mme n
you to set yourdndetawairjucsairien ¢€an connect t
t hlenternet



9 IP ADDRESS

To use the WLAN Mini USB Adapter with a

Mi ni USB Adapter must be equti erpfeadc env.i tAl lan
drivers and supporting software for

installed and configured first.

Ask your system administrator for
may need to provide during driver
Your Wireless Client Name.
Your Wireless SSID.
Your computer’s unique client name and workgroup name.
For your network account, your user name and password.
Your IP address, gateway address, and subnet mask if you’re not

using a DHCP server.

Any computer on a network is identified by a unique network address.
There are two methods to assign a network address to a computer on a
TCP/IP network :

Static IP addressing.

Dynamic IP addressing (DHCP).

In network with static IP addressing, the netwo rk administrator manually
assigns an IP address to each computer. Once a static IP address is
assigned, a computer uses the same IP address every time it reboots and
logs on to the network. You may manually change the IP address in the
Net wor k Pr o pé 0g Nawmmrk dsing static IP address is easy to
set up and do not require additional network management software.

In network with dynamic IP addressing, a DHCP server in the network
dynamically assigns IP addresses to all clients every time they log on to
the network. Network using dynamic IP address requires setting up and
running a DHCP Server.

t he

t he

nst al

con

f ol

L

WL A

| o
at



e INSTALL DRIVER / UTILITY

The installation driver CD will automatically activate the autorun
installation program after you insert the disk into your CD drive.

Step 1:

Insert the installation driver

CD into your CD-ROM chose
your language and click N e xta
continue.

Step 2:
Click N e xtd continue .

=I5

Atheros Client Installation Program - InstallShield Wizard

Choose Setup Language \
Select the language for the nstallation fiom the choices below.

Chinese {Simplified) a
Chineze [Tradtional]
Czech

D arish

Dutch

Finrish

French [Standand]
German

Greek

Hungarian

Italian

Japanese

Korean
Nwenian =

Iatal|Gteld

Atheros Client Installation Program él

Atheroz Client Installation Program

This program installs the driver and chent utiibes for your
Atheroz Winsless LAN Clent Adapter,

i [T )| cacel |




Step 3:
Choose accept and click N e xtd
continue.

Step 4 :

Choose the installation type. To
install the client utilities  and
driver, select the appropriate
button and click Ne x t

Step 5:

Insert WLAN USB adapter
into USB port and click OK to
continue.

Atheros Client Installation Program K _ !I
License Agreement
Please read the following icenss agresment carefuly, \
Atheros Communications, Inc. Software Licenze Agreement -

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT [LICENSE® '] EAHEFULLY
BEFORE USING THE ATHEROS SOFTWARE. BY USING THE ATHERD
SIEI:EFTN\;I?RE .YOU ARE AGREEING TO BE BOUND BY THE TERMS DF THIE

IF ‘0L DO NOT AGREE TO THE TERMS OF THIS LICENSE, DD NOT USE THE
SOFT\WARE. IF YOU DO MOT AGREE TO THE TERMS OF THE LICENSE, YOU MAY
RETURN THE ATHEROS SOFTWARE TO THE PLACE WHERE 'YOU OBTAINED IT
FOR & REFUND. IF THE ATHERDS SOFTWARE WS ACCESSED
ELECTRONICALLY, CLICK. 'DISAGREE/DECLINE". FOR ATHEROS SOFTWARE |

% | accept the tem of the license agreement
| do nat accept the teims of the license agreement

[retiilstreld

<Bock [ Newts Carcel |

Atheros Client Installation Program

Setup Type
Select the setup type that best sukts your needs.

Click the type of sshup you prefer,

instal Chent Lifibbes and Daver - Descrition
Instal Driver Oy Choose this option to instal the
Make Driver Installstion Dickette[z) driver and chent Iﬂne TI’I: B
the recommet
IrtalBeld
¢ Back Nest > Cancel

Atheros 802.11a/b/g Wireless Adapter 5[

& The Device may nat be present or could have been ejectedjunplugaed from the system.

Insert or Remsert Now,




Step 6 :

Click N e xta install at the
designated folder. Or, click
flBrowse to select different
folder.

Step 7:
Click N e xtd continue.

Step 8:

If you have multiple computers to
access, choose SSO(Single sign on)
feature set. Or you can choose fIDo
not install SSO feature set and
Click N e xta continue.

Atheros Client Installation Program x|

Choose Destination Location
Select the folder where the nstallabion program will install te files.

The installation program wil instal the client utiibies i e following location:

Destnation Folder
C:\Program Files\Atheros

Browse.. |

Instalishield

< Back [ Cancel |

Atheros Client Installation Program |
Select Program Folder
Select 3 program folder.

The inztallation program will add program icons ko the Program Folder listed below. *fou may
enter a new folder name or select one fiom the Existing Folders list.

Erogram Folder:
I.thems

Esisting Folders:

Administratree Tools
Bluetoath

Netll) Charot
Slarlup

‘windows Media

IrstalEneld

Atheros Client Installation Program

Single Sign On feature set install option.

Pleaze select an option “Install Single Sign On featurs set” o Do not install Single Sign On
feahse sef”.

€ Instal Single Sign On feature sel
+ Do not Install Single Sign On feature zat.

Single Sign On featurs set (S50) i s wheteby a single achon of user authenbication
aﬂauﬂuheﬁmc:;pwﬂtawhacmaﬂwmwmmmbhwaccm
s ot ik :

mulbple

Restiichon of Use S50;

“Windows Graphical Login Screen is disabled,
* Fast Lises Switch iz disabled

* Require the user to have a password.

| et et

Cancel

«Back |F'E§>’ a




Step 9:
Start copying files until it finishes the
installation.

Step 10:
Click F i n toxdmplete
installation.

Atheros Client Installation Program x|

- .I n
Atherns Clert hon Frogram is g your instalath
Inetalig
CAWINNT \spstern32hanish 2k svs

rotalShed -

Atheros Client Installation Program

InztallShield Wizard Complete

The instakiation program has successiuly performed the
sefected opesations. but the driver installation is not yel
complete, Click Finish to exit the installation: then use the
Found Mew Hardware \Wizard to complete the driver
matallation.




o Wireless Network Configuration in Station mod

WLAN USB Adapter uses its own management software. All functions
controlled by users are provi ded by this application. When you insert the
WLAN USB Adapter into the USB port of your PC, a new icon should
appear in the Windows System Tray automatically.

5.1 TRAYICON

The tray icon appears at the bottom of the screen, and shows the signal
strength using colors and the received signal strength indication (RSSI).

@ IDDH DDDD llIU llll
o Af | TR el

Hold the mouse cursor over the tray icon to display the current configuration
profile name and association, as well as transmit and receive speed and the
wireless adapter name and IP address.

Right-click on the tray icon to:

Help Open the online help.

Open Atheros Client Launch the Atheros Client Utility
utility (ACU). Usethe ACU to configure the
profile or view status and statistics
information.

Client Managed Test Run the Client M anaged Test Utility.



Preferences Set the startup options and menu options for

Enable/Disable Radio

Manual LEAP Login

Reauthenticate

Select Profile

Show Connection Satus

the ACU. Check whether the program
should start automatically when Windows
starts, and check the menu items that should
appear on the popup menu.

Enable or disable the RF Signal.

Loginto LEAP manually, if LEAPis set to
manually prompt for user name and
password on each login.

Reauthenticate to the access point.

Click aconfiguration profile name to switch
to it. If no configuration profile existsfor a
connection, add a profile first.

Display the Connection Status
window. Thiswindow displays
information about the connection:

Displays the name of the
active configuration profile.

Active Profile

Auto Profile  Shows whether auto profile
Selection selection is enabled.

_ Displays whether the

Connection .

adapter is connected to a
Status )

wireless network.

, _ Lists the quality of the link

Link Quality )

connection.

Displaysthe SSID of the
SSID * ay

associated network.

_ Shows the name of the

Access Point ) .

access point the wireless
Name .

adapter is connected to.

. Showsthe |P address of the

Access Point . )

access point the wireless
IPAddress _

adapter is connected to.
Current Shows the current receive

Receive Rate ratein Mbps.

10



Current Shows the current transmit
Transmit Rate rate in Mbps.

client Displays the |P address of
Adapter IP * ay

the wireless adapter.
Address

Exit Exit the Atheros Client Utility application.

The colors are defined as follows:

Color Quality RSSI*

Yellow 5-10dB

Gray No Connection No Connection

*Received signal strength indication RSSI. Displayed in dB or percentage.

Enable or disable the tray icon in the Action menu.

5 2 GENERAL CONNECTION SETTING

% Atheros Client Utility - Corrent Profile: fest

5.2.1 Current Status

The Current Status tab contains
general information about the
program and its operations. The
Current Status tab does not
require any configuration.

The following table describes the

Action Options  Help

Cument Stf: | Profle Mansgement | Dinsnosts |

Total 80211
A FProfile Name: test

ATHEROS Liak Statas: Assaciated
Wireless Mode: 2.4 GHz 54 Mbps
Server Bazed Authentication: None

TP Address: 169.25474 128

Signal Strength: GHANENNANERUARNERNRNNENN Bwelent

—
SPAN
[ ATnEros |
Hetwork Type: Infracstoochore
Contol Channel: 1
Excdension Channsl:

Diata Ereryphon: None

items found on the Current Status screen.

1



Profile Name | The name of the current selected configuration
profile. Set up the configuration name on the
Generd tab.

Link Satus | Shows whether the station is associated to the
wireless network.

Wireless M ode Displaysthe wirdess mode. Configure the
wire ess mode on the Advanced tab.

| P Address Displays the computer's 1P address.

Network Type Thetype of network the station is connected
to. Theoptionsinclude:

Infrastructure (access point)
AdHoc

Configure the network type on the Advanced tab.

Current Shows the currently connected channd.
Channel

Control |Showsthe control channd. Available for 802.11n
Channel |devicesonly.

Extension ' Shows the extension channd. Displayed only if the
Channel |STA is connected in 240 MHz channd. Available
for 802.11n devices only.

Server Based |Shows whether server based authentication is used.

Authentication

Data Displays the encryption type the driver is
Encryption \using. Configure the encryption type on the
Security tab.

Signal Srength | Shows the strength of the signdl.

Click the Advanced button to see the advanced status diagnostics.

The following table describes the items found on the Advanced Status screen.

Network Name | Digplays the wi reless network name.

12



(SSID) | Configure the network name on the Generd tab.

Server Based | Shows whether server based authentication is used.
Authentication

Data Displays the encryption type the driver is
Encryption \using. Configure the encryption type on the Security
tab.

Authentication | Displays the authentication mode.
Type Configure the authentication mode on the Generd tab.

Message | Shows whether MIC is enabled. MIC prevents bit-flip
Integrity Check | attacks on encrypted packets.

Associated AP | Digplays the name of the access point the wirdess
Name | adapter is associated to.

Associated AP | Showss the | P address of the access point the wireless
IP Address  adapter is associated to.

Asxociated AP | Displays the MAC address of the access point the
MAC Address |wireless adapter is associated to.

11n MIMO | Shows the MIMO power save mode status. Available
Power Save [for 802.11n devices only.

Power Save | Shows the power save mode. Power management is
Mode |disabled in ad hoc mode.
Configure the power save mode on the Advanced tab.

Current Power  Digplays the transmit power leve ratein mW.
Level | Configure the transmit power level on the Advanced
tab.

Available | Shows the 5 GHz and/or 2.4 GHz available power
Power Levels |levels.

Current Signal | Shows the current signd strength in dBm.
Strength

Current Noise | Displays the current noise level in dBm.
Level

Up Time | Shows how long the client adapter has been recaiving
power (in hours:minutes.seconds). If the adapter runs
for more than 24 hours, the display showsin
days.hours.minutes.seconds.

13



802.11b Displays the 802.11b preamble formeat.
Preamble Configure the preamble format on the Advanced tab.

Current | Shows the current receive rate in Mbps.

Receive Rate

Current | Displays the current transmit rate in Mbps.

Transmit Rate
Channel | Shows the currently connected channel.

Control |Shows the current control channd. Available for
Channel |802.11n devices only.

Extension | Shows the extension channd . Displayed only if the
Channel |STA is connected in a40 MHz channd. Available for
802.11n devices only.

Frequency  Displays frequency the station is using.

Control | Displays control frequency the station is using.
Frequency Available for 802.11n devices only.

Extenson | Digplays extenson frequency the station isusing.
Frequency Avallable for 802.11n devices only.

Channdl Set |Shows the current channd s&t.

Channdl Width |Shows the channd width. Available for 802.11n devices
only.

QoS | Thetype of qudlity of servicethat is currently being
used by your client adapter. QoS on wirdess LANS
(WLAN) provides prioritization of traffic from the
access point over the WLAN based on traffic
classfication.

A vaue of None represents that the WMM standard
QoSis not enadbled. A vaue of WMM represents that a
component of the IEEE 802.11e WLAN standard for
QoSisenddled.

14



5.2.2 Profile Management A\ Atheros Client Diility - Current Profile: test

Action Options  Help
Cument Status | Profile Management | Dingpostics
Configure the wireless network T e )
Modify..
adapter (wireless card) from the
Profile Management tab of the Do
. . Nel\mﬂ;'{)ﬁps. fn!mncﬂm m
Atheros Client Utility. e C o ]
Network Name 2 B2102):  <empty: e Y
Network Name 3 (35ID3): <smpty» =
[ Ocder Brofiles.. |
[ Disable WLAN if LAN 55 Connected

a. Create or Modify a Configuration Profile

To add a new configuration profile, click New on the Profile Management tab.
To modify a configuration profile, select the configuration from the Profile
list and click the Modify button.

To configure a profile for ad hoc or access point (infrastructure) mode, edit
the Network Type field on the Advanced tab.

Note that the ACU only allows the creation of 16 configuration

profiles. After the creation of 16 profiles , clicking the New button displays
an error message. Removean old profile or modify an existing profile for a
new use.

b. Remove a Configuration Profile

1. Go to the Profile Management tab.
2. Select the profile to remove from the list of configuration profi  les.
3. Click the Remove button.

c. Activate a Configuration Profile

1. To switch to a different profile, go to the Profile Management tab.
2. Click on the profile name in the Profile List.
3. Click the Activate button.

15



The Profile List provides icons that spe cify the operational state for that
profile. The list also provides icons that specify the signal strength for that

profile.

d. Import and Export Profiles

Importing a Profile :

w

From the Profile Management tab, click the Import button. The Import
Profile wi ndow appears.

Browse to the directory where the profile is located.

Highlight the profile name.

Click op e.mhe imported profile appears in the profiles list.

Exporting a Profile :

AP w DN PR

From the Profile Management tab, highlight the profile to export.
Click the E x p obutton. The Export Profile window appears.
Browse to the directory to export the profile to.

Click s a v Ehe profile is exported to the specified location.

e. Ordering Profiles

Including a profile in the auto selection feature allows the wi  reless adapter to
automatically select that profile from the list of profiles and use it to connect
to the network.

Il ncluding a profile in auto profile

On the Profile Management tab, click the Order Profiles button.

The Auto Profile Selection Management window appears, with a list of
all created profiles in the Available Profiles box.

Highlight the profiles to add to auto profile selection, then click Add.
The profiles appear in the Auto Selected Profiles box.

Ordering the aotolsestected pr

16
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1. Highlight a profile in the Auto Selected Profiles box.
2. Click Move Up Move Down or Removeas appropriate.

The first profile in the Auto Selected Profiles box has highest priority,
and the last profile has lowest priority.

3. Click OK
4. Check the Auto Select Profiles box.
5. Save the modified configuration file.

When auto profile selection is enabled by checking Auto Select Profiles
on the Profile Management tab, the client adapter scans for an
available network. The profile with the highest priority ~ and the same
SSID as one of the found networks is the one that is used to connect to
the network. If the connection fails, the client adapter tries the next
highest priority profile that matches the SSID, and so on.

With auto profile selection enabled, th e wireless adapter scans for available
networks. The highest priority profile with the same SSID as a found network
is used to connect to the network. On a failed connection, the client adapter
tries with the next highest priority profile.

5.2.3 Diagnostics

The Diagnostics tab of the Atheros Client Utility provides buttons used to
retrieve receive and transmit statistics. The Diagnostics tab does not require
any configuration.

The Diagnostics tab lists the following receive and transmit diagnostics for
frames received by or transmitted by the wireless network adapter:

Multicast packets transmitted and received
Broadcast packets transmitted and received
Unicast packets transmitted and received
Total bytes transmitted and received

Click the Adapter Info rmation button for more general information about the
the wireless network adapter and the network driver interface specification
(NDIS) driver.

17



Click the Advanced Statistics button on the Diagnostics tab to also show
receive and transmit statistical info rmation for the following receive and
transmit diagnostics for frames received by or transmitted to the wireless
network adapter:

Transmitted Frames Received Frames

Frames transmitted Frames received OK

OK Beacons Received

Frames retried Frames Received with errors

Frames dropped CRC errors

No ACK frames Encryption errors

ACK frames Duplicate frames

RTS frames AP mismatches

Clear-to-send (CTS) Datarae mismatches

frames Authenti cation time-out

No CTSframes Authentication rg ects. the

Retried RTS frames number of AP authentication

Retried data frames falures received by the wirdess
network adapter
Association time-out
Asociation rgects. the number
of access point authentication
rejects received by the wirdess
network adapter
Standard MIC OK
Standard MIC errors
CKIPMIC OK
CKIP MIC errors

5.3 Security

18



In the Atheros Client Utility, access the Security tab by clicking New or Modify
on the Profile Management tab. Click the Security tab in the Profile
Management window.

Edit the fields in the Security  tab of Profile Management to configure the
profile. To define the security mode, select the radio button of the desired
security mode. Make sure to also edit the General and Advanced tabs.

Note: If the Profile Locked checkbox is checked, Profile cannot be removed or
modified. However the password fields can be edited. Contact your system
administrator.

The type of security mode the station is using. The options include the
following:

531 WPA/ WPA2

Enables the use of Wi-Fi Protected Access (WPA).

Choosing WPA/WPAZ2 opens the WPA/WPA2 EAP dredown menu. The
options include:

EARFAST

To use EARFAST security, the machine must already support EAP-FAST.
Check with the IT manager.

1. Click the Security tab from the Pr ofile Editor window.

2. Click Configure. The Define EAP-FAST window appears.

3. Choose an EAPFAST authentication method from the EAP -FAST
Authentication Method drop -down list.

4. Click Configure.

o If you chose GTC Token/Passwordfrom the EAP-FAST
Authentication Method drop-down list and clicked Configure,

19



the Define PEAP (EAPGTC) Configuration window appears. To
know more about this option refer Using PEAP (EARSTC)
security .

If you chose MSCHAPV2 Username and Passworfiom the
EARFAST Authentication Method drop-down list and clicked
Configure, the Configure Username and Password window
appears. To know more about this option refer Using
PEARPMSCHAP V2 security

If you chose TLS Client Certificate from the EAP-FAST
Authentication Method drop -down list and clic ked Configure,
the Define Certificate window appears. When configuring
EARTLS for EARFAST, you can check the Authenticate Server
Identity check box to force the system to authenticate the
identity of the server as an added level of security. This option
is available only when configuring EAP -FAST. To know more
about this option refer Using EAPTLS security.

5. If you want to force the client adapter to disassociate after you log off
so that another user cannot gain access to the wireless network using
your credentials, check the No Network Connection Unless User is
Logged Incheck box. The default setting is checked.

6. Perform one of the following:

o

If you want to enable automatic PAC provisioning, make sure
the Allow Automatic PAC Provisioning for this Prof ile check box
is checked. A protected access credentials (PAC) file is obtained
automatically as needed (for instance, when a PAC expires,
when the client adapter accesses a different server, when the
EARFAST username cannot be matched to a previously
provisioned PAC, etc.). This is the default setting.

If you want to enable manual PAC provisioning, uncheck the
Allow Automatic PAC Provisioning for this Profile check box.
This option requires you to choose a PAC authority or manually
import a PAC file.
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7. From the Select one or more PAC Authority to use with this Profile list,
highlight the PAC authorities associated with the network defined by
the profile’s SSID. The list contains the names of all the authentication
servers from which you have previously pr ovisioned a PAC.

8. Click Manage The Select EAP-FAST PAC window appears.

This window lets you group PAC authorities to facilitate authentication
while roaming. For example, if there are three PAC authorities at a
certain site covering different areas of the  site, you can create a group
containing these authorities and select one of them in the PAC list. In
this way, if you're roaming around the site, the other authorities in the
group will allow you access to the network.

A group consists of one or more aut horities. Each authority may have
one or more PAC files. A PAC authority can belong to only one group.

9. To create a new group, click New Group. A group consists of one or
more authority servers that the user trusts. To rename the group,
right -click the grou p and choose Rename. You can also rename the
group by clicking it and typing the new name.

When you create a new group, you can either import a PAC file into it
using the Import button or you can move a PAC from another group to
the new group.
10.To import a PAC, click Import. The PAC Import window appears. Do the
following:
a. Click Browse and select a PAC file to import. The default
location is C:/Program Files/Atheros.
b. Click the PAC file (*.pac) so that it appears in the File name box
at the bottom of the w indow.
c. Click Open.
d. If the Enter Password window appears, enter the PAC file
password, which can be obtained from your system
administrator, and click OK

Note: PAC file passwords are optiond. The PAC authority determines
whether to issue PAC files that require user-supplied passwords.
Neverthdess, dl PAC files (even those without passwords) are encrypted
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and protected. PAC file passwords are different from EAP-FAST
passwords and need to be entered only once, at the time aPAC isimported .

e. Ifyoutry t o import a PAC file with the same PAC ID as a
previously imported PAC file, you are asked to update the
existing PAC. If you click Yes the existing PAC is replaced by the
new one from the imported file.

f. If the PAC file was imported successfully, the follo wing message
appears: "EARFAST PAC file was imported and is ready for use."
Click OKto return to the PAC Import window.

g. Click one of these PAC store options to determine where the
imported PAC file will be stored and by whom it will be
accessible:

G| olb BACs that are stored in the global PAC store can be
accessed and used by any user at any logon stage. Global PACs
are available before or during logon or after the user is logged
off if the profile is not configured with the No Network

Connection Unless User is Logged In option.

Pr i v-aPAGES that are stored in the private store can be
accessed and used only by the user who provisioned them or the
system administrator. They are not accessible until the user is
logged onto the local system. This is the default option.
h. Click Import. The PAC file appears under the selected group.
11.To delete a group, select the group and click Delete. You can also
delete the group by right -clicking the group and choosing Delete.
12.To close the Select EAP-FAST PAC window, clck Close.
13. To automatically use PACs belonging to the same PAC authority group,
check the Use Any PAC Belonging to the Same Groupcheck box.
14.Check the Use Machine PAC for Domain Logorcheck box if you want
the client to attempt to log into a domain using m  achine
authentication with user credentials rather than user authentication.
Doing so enables your computer to connect to the network prior to
user logon. The default setting is unchecked.
15. Click OKwhen done configuring EAP-FAST.

EARTLS
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To use EARTLS security In the Atheros Client Utility, access the Security
tab in the Profile Management window.

1.

2.

On the Security tab, choose the WPAradio button.
OR: On the Security tab, choose the 802.1x radio button.
Choose EAPTLS from the drop-down menu.

Endb ng-TESPsecurity:

To use EAPRTLS security, the machine must already have the EAP -TLS
certificates downloaded onto it. Check with the IT manager.

1.

If EAR-TLS is supported, choose EARTLSfrom the drop -down menu on
the right, then click the Configure but ton.

Click Configure. The Define Certificate window appears.

Check the Use Machine Information for Domain Login check box if you
want the client to attempt to log into a domain using machine
authentication with a machine certificate and machine credentials
rather than user authentication. Doing so enables your computer to
connect to the network prior to user logon. The default setting is
unchecked.

Note: If you do not check the Use Machine Information for Domain Logon check
box, machine authentication is not performed. Authentication does not occur until
you log on.

Check the Validate Server Identity check box to force the system to
authenticate the identity of the server as an added level of security.

If you checked the Use Machine Information For Domain Logon check
box in the previous step, the Always Do User Authentication check box
at the bottom of the window becomes active. Perform one of the
following:

o Check the Always Do User Authentication check box if you want
the client to switch from using mach ine authentication to using
user authentication after you log on using your username and
password. This is the default setting.
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o Uncheck the Always Do User Authentication check box if you
want the client to continue to use machine authentication after
the user’'s computer logs into the domain.

6. Choose your server certificate in the Select a Certificate drop -down
list.

7. Choose the certificate authority from which the server certificate was
downloaded in the Trusted Root Certification Authorities drop -down
list.

8. Perform one of the following:

o Leave the Server/Domain Name field blank to allow the client
to accept a certificate from any server that supplies a
certificate signed by the certificate authority listed in the
Trusted Root Certification Authorities drop -down list
(recommended

o Inthe Server/Domain Name field, enter the domain name of the
server from which the client will accept a certificate.

9. If the Login Name is filled in automatically, enter your username in
this format: username@domain.

10. Click OKto save your changes and return to the Profile Management
(Security) window.

11.Click OK

12. Activate the profile.

EARTTLS

To use EAP security In the Atheros Client Utility, access the Security tab in
the Profile Management window.

1. On the Security tab, choo se the WPA/WPAZ2radio button.
OR: On the Security tab, choose the 802.1x radio button.
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username@domain

2. ChooseEARTTLSfrom the drop -down menu.
Enabl i ATgT LESAPs ecur i t y:

To use EARTTLS security, the machine must already have the EAP-TTLS
certificates downloaded ont o it. Check with the IT manager.

1. If EARTTLS is supported, choose EARTTLSfrom the drop -down menu
on the right, then click the  Configure button.

2. Select the appropriate certificate from the drop  -down list and click
OK.

3. Specify a user name for EAP authentication:

o CheckUse Windows User Nameto use the Windows user name as
the EAP user name.

o OR: Enter a EAP user name in the User Name field to use a
separate user name and password and start the EAP
authentication process.

4. Click Settings and:

o Leave the server name field blank for the client to accept a
certificate from any server with a certificate signed by the
authority listed in the Network Certificate Authority drop ~ -down
list (recommended)

o Enter the domain name of the server from which the client wil |
accept a certificate.

o Change the login name if needed.

5. Click OK
6. Enable the profile.

PEAP (EAFGTC)

To use PEAP (EARSTC) security In the Atheros Client Utility, access the
Security tab in the Profile Management window.

1. On the Security tab, cho ose the WPAradio button.
OR: On the Security tab, choose the 802.1x radio button.
2. Choose PEAP (EARSTC) from the drop -down menu.
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To

us e PERIPC)( EsAdlthaiservet pust have WPA-PEAP

certificates, and the server properties must already be set.  Check with the IT
manager.

1.
2.

9.

Click the Configure button.
To resume connection without providing credentials again after a
temporary loss of connection, check Always Resume the Secure
Session.
Select the appropriate network certificate authority from the
drop-down list.
Specify a user name for inner PEAP tunnel authentication:
o CheckUse Windows User Nameto use the Windows user name as
the PEAP user name.
o OR: Enter a PEAP user name in the User Name field to use a
separate user name and start the PEAP authentication process.
Check the Validate Server Identity check box to force the system to
authenticate the identity of the server as an added level of security.
Choose the certificate authority from which the server certificate was
downloaded in the Trust ed Root Certification Authorities drop -down
box.
ChooseToken or Static Password, depending on the user database.

Note that Token uses a hardware token device or the Secure Computing Sof Token
program (version 1.3 or later) to obtain and enter a one-time password during
authenti cation.

Click Settings and:

o Leave the Specific Server or Domain field blank to allow the
client to accept a certificate from any server that supplies a
certificate signed by the certificate authority listed in the
Trusted Root Certification Authorities drop -down box on the
Define PEAP (EARGTC) Configuration window (recommended)
or enter the domain name of the server from which the client
will accept a certificate.

o Ifthe Login Name field is not filled in automatically, enter you r
username.

o Click OKto save your settings and return to the Profile
Management (Security) window.

Click OK

10. Enable the profile.
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PEAP (EARMMSCHAP V2)

To use PEAPMSCHAP V2 security In the Atheros Client Utility, access the
Security tab in the Profile Management window.

1. On the Security tab, choose the WPAradio button.
OR: On the Security tab, choose the 802.1x radio button.
2. Choose PEAP (EARISCHAP V2) from the dropdown menu.

To use PEMSCHARPV2) ,the secver must have WPA-PEAP
certificates, and the server properties must already be set. Check with the IT
manager.

1. Click the Configure button.

2. Check the Validate Server Identity check box to force the system to
authenticate the identity of the server as an added level of security.

3. Choose the certificate authority from which the server certificate was
downloaded in the Trusted Root Certification Authorities drop -down
box.

4. Perform one of the following to specify how you want to establish a
network connection.

o If youwantto connect u sing a username and password, choose
User Name and Password.

o If you want to connect using a user certificate installed on your
computer, choose Certificate, select a certificate from the
drop-down box and go to Step 6.

5. Specify the username and password for inner PEAP tunnel
authentication:
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o Check Use Windows User Name to use the Windows user name as
the PEAP user name.

o OR: Enter a PEAP user name in the User Name field to use a
separate user name for the PEAP authentication process.

6. Click Settings. The Configuration Setting window appears.

7. Leave the Specific Server or Domain field blank to allow the client to
accept a certificate from any server that supplies a certificate signed
by the certificate authority listed in the Trusted Root Certification
Authorities drop -down box on the Define PEAP (EARMSCHAP V2)
Configuration window (this is the recommended option) or enter the
domain name of the server from which the client will accept a
certificate.

8. If the Login Name field is not filled in automaticall vy, enter your
username with nothing after it.

9. Click OK

10. Enable the profile.

LEAP

To use security In the Atheros Client Utility, access the  Security tab in the
Profile Management window.

LEAP security requires that all infrastructure devices (e.g. acce ss points and
servers) are configured for LEAP authentication. Check with the IT manager.

Configuring LEAP
Enabling LEAP
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Configuring LEAP:

o

On the Security tab, choose the WPAradio button. Choose WPALEAP
from the drop -down menu.

OR: On the Security tab, choose the 802.1x radio button. Choose LEAP
from the drop -down menu.

Click the Configure button.

To resume connection without providing credentials again after a
temporary loss of connection, check Always Resume the Secure
Session.

Specify a user name and password:

Select to Use Temporary User Name and Password by choosing the
radio button:

o CheckUse Windows User Nameto use the Windows user name as
the LEAP user name.

o OR: CheckManually Prompt for LEAP User Name and Password
to manually login a nd start the LEAP authentication process.

Select to Use Saved User Name and Password by choosing the radio
button:

o Specify the LEAP user name, password, and domain to save and
use.

Enter the user name and password.
Confirm the password.
Specify a domain name:

o Check the Include Windows Logon Domain with User Name
setting to pass the Windows login domain and user name to the
RADIUS server( def aul t)

o OR: Enter a specific domain name.

If desired, check No Network Connection Unless User Is Logged Into
force the wireless adapter to disassociate after logging off.

Enter the LEAP authentication timeout time (between 30 and 500
seconds) to specify how long LEAP should wait before declaring
authentication failed, and sending an error message. The default is
90 seconds.

Click OK
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10. Enable the profile.

532 802. 1x

Enables 802.1x security. This option requires IT administration.

Choosing 802.1x opens the 802.1x EAP type dropdown menu. The options
include:

EARFAST

EARTLS

EARTTLS

PEAP (EARGTC)

PEAP (EARMSCHAP V2)
LEAP

Please refer to 5.3.1 WPA/WPA2

If the access point that the wireless adapter is associating to has WEP set to
Optional and the client has WEP enabled, make sure that Allow Association to
Mixed Cells is checked on the Security Tab to allow association.

5.3.3 WPA Passphrase

To use WPA Passphrase security In the Atheros Client Utility, access the
Security tab in the Profile Management window.

On the Security tab, choose the WPA Passphraseaadio button.
Click on the Configure button.

Fill in the WPA Passphrase.

Click OK

A w DR

5.3.4 Pre-Shared Key (Static WEP)
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Enables the use of pre-shared keys that are defined on both the access point
and the station.

To define pre -shared encryption keys, choose the Pre -Shared Key radio
butto n and click the Configure button to fill in the  Define Pre-Shared Keys
window .

If the access point that the wireless adapter is associating to has WEP set to
Optional and the client has WEP enabled, make sure that Allow Association to
Mixed Cells is checked on the Security Tab to allow association.

5.3.5 None

No security (not recommended).

5.4 JumpStart for Wireless

Jumpstart is an application for configuring the wireless network (Access
Point/wireless router). After a successful configuratio n, it also creates
profiles for the wireless network’s client applications (like Microsoft’s
Wireless Zero Configuration and Atheros Client Utility), so that clients can
successfully connect to the wireless network.It enables the users to easily
setup a secured wireless network. This application is based on the Wi -Fi
Protected setup specification.
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St elp

Run Setup.exe in flJISW_Install_CD folder, after installation complete,
Start flJumpstart program from Windows Start Programs  Atheros
Jumpstart or an icon called flJumpstart on desktop.

S t e ﬁ . BB jumpstart for Wireless 2%
‘Welcome to JumpStart

JumpStait ts compabhibe with Wi Protected Sehup™
Thiz applcation wil guide you thiough configuing your wireless network.

ChooseflJoin a wireless

network and click N e xta N S
continue .| S e b
" Add another device to my wireloss network.
JUMPSTART
[ FoR wiktLiss ]

Step:
Users have three ways to connect to an AP :

a. Push Button Configuration :

1. Click flPush Button Configuration in the configur ation web page of your
AP that you want to connect.

Wi-Fi Protected Setup

This page allows wou to change the setting for WES (Wi-Fi Protected Setup), Using this featore conld let
your wieless client antorndcally s¥ncronize it setting and connect to the Access Point in a minute withoat
any hassle.

[0 Disable WES
WPS Status: Confizored  UnConfizured
Self PIN Number: 05541 460 Regenerate PIN

Push Button Configuration: (| SatPHC [}

(e | ]

Current Eey Info:
[Open  [Mone [ il
Client PIN Number:
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2. Within two minutes, choose
the first option and click N e x
to continue.

3. Search for the AP.

4. Connect Successfully.
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b. Enter a Pin code into AP :

B JumpStart for Wireless 2=
Join a Wireless Network
1. Choose the second option gt seping oo o conguts o3 vtlss ot
and you’ll get a Pin number. \hich ep mehod oy want o sie?
‘ " Push the button on my access point

& Enter a PIM into my access point o1 a registiar
" Enter the PIN fram my access point

JUMPSTART
LFoR winELess ]

Enter the FIN §1497605 nio your access paint or sxtemel egute
and chick Next bo cantinue.

Automaticaly select the network [¥

2. Enter the Pin number in the configuration web page into the Client
PIN Number blank and click flStart PIN .

Wi-Fi Protected Setup

This page allewws vou 10 change the seting for WES (Wi-Fi Protected Setop), Using this fesure conld let
your Wireless client smorndcally syncronise its seting and connect # the Access Point in 3 minute without
any hassle,

[] Disable WPS

WPS Status: Comfigned UnConfigured
Self PIN Number: 95661460 | | RegmemePIN
Push Button Configuration:

(Aot ] ()

Current Eey Info
Authentication  Facypion Ky
(Open Honz R I

Client PIN Number:



3. Click N e xta continue.

B JumpStart for Wireless

21X
Join a Wireless Network
JumpStait iz praparing b join your computes bo 3 wireless netwark.

‘wihich setup method do wou want to use?
" Push the button on my access point
= Enter a PIN into my access point or a registiar
" Enter the PIN from my access point

Enter the FIN 81497805 nlo your access paint or exteinel registrer
and click Hesd to continue.

Automaticaly select the network [¥

4.Connect Succesdully.

c. Enter a Pin from AP :

1. Choose the third option and
enter PIN number from the
configuration web page of
your AP.

2. Click N e xanhd continue.

< Back |‘_gai>_i Cancel | Hep
B JumpStart for Wireless 2] x|

Wiral . ion Comp
Unable to save the netwark settings, The vk igrah may be dsabled or not
suppatted. Please configure the piofie marsaly usng the nehwork setings setieved
Metwork Settings:

5510 tast,

Securily. Dper, Hone

Al IE f—@" ___i Lanoe I Help
2l

B JumpStart for Wireless :

Join a Wireless Network
JumpStart iz preparing ha join pour computes bo a wirsless netwark.

‘wihich setup method do you want to use?
" Push the button on my access point
" Enter a PIM into my access point o1 a registrar
& Enter the PIN from my access point

D

JUMPSTART
LFoR winELess ]

Enter the FIN fom your scoess pont below and click Net to confinue

Automaticaly select the network [¥
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Wi-Fi Protected Setup

This page allows you 1o change the setting for WES (Wi-Fi Protected Setop), Using this featore conld 1et
wonr wireless client antomically syneronize its setting and connert to the Access Point in 2 minte withont

any hassle.

[J Disable WPS

WPS Status: * Configmed  UnConfigueed
Self-PIN Number: 5661469 b [ RegmenePN |
Push Button Configuration: Start FBC
Current Key Info:

[Oren [Nore

N

Client PIN Number:

3.Connect Successfully.

| ’ Start PIN

B JumpStart for Wireless

@@@

ik The wirelass

WMMMMpﬂmuwhmmmm

Metwoek Sethngs:
S5I0: tosd.;
Secuty: Dpen, Hone

may be disabled ar not

< Bacl I_!'-i'_nh_i

Ganpel
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6.1

The installation driver CD wil | automatically activate the autorun

installation

program after you insert the disk into your CD drive. Please refer to page 1

fINSTALL DRIVER/UTILITY

6.2
Install Manually :

Plug your USB dongle into USB interface, windows Vista will search for

compatibl e driver to install.

Step 1:

Select flLocate and install the
driver software , Windows will
guide you through the process of
installing driver software for your
device.

Step 2:

Insert the installation disc into the
CDROM and clickflnext to
continue installation.

|- Found New Hardware )

Windows needs to install driver software for your USB2.0
WLAN

i" Locate and install driver software (recommended) |
! Windows will guide you through the process of installing driver software
i  foryour device.

2 Ask me again later
Windows will ask again the next time you plug in your device or log on.

® Don't show this message again for this device
Your device will not function until you install driver software.

et Al Found New Hardware - USB2.0 WLAN

Insert the disc that came with your USB2.0 WLAN

I you have the disc that came with your device, insert it now. Windows will automstically

sesrch the disc for driver software.

=+ [don't have the disc. Show me other options.

=
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Step 3. —
Windows Vista search for the © = sttt so v

software and it will be installed
successfully.

Searching disc for software..

[Cance ]
==
\oz/ L Fouod New Hardware - Atheros ARSITUG Wirsless Network Adapter 82
The software for this device has been successfully installed
‘Windows has finished installing the divver software for this device:
'™ Atheras ARSOITUG Wireless Network Adapter
-
(]

Step 4.

After installation, right click the
network icon on the Windows Vista
System Tray, and click flConnect to a
network

Connect to a network

Turn off activity animation
Turn off notification of new networks

Diagnose and repair

Network and Sharing Center

Vo o iy 1032 AM
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Step 5.
Select a network to connect to and
click flConnect .

Step 6:
Click flConnect Anyway if the
network is an unsecured network.

\o) % Connectto a network

Select a network to connect to

Show | Al 2

E" MyWLAN Unzecured network
5! Media-Room Servitby Bt nwek
5- Sales Secunty-enshled network

:- EIMG‘ -i
(= o
\oo) 5 Connectto a netwark
MyWLAN is an unsecured network
¥ Connect Anyway
" Informatian sent over this retwork might be visible to athers.
+ Connect to a different network
peoneets|
o] ® e
Loy % Connectto s nebwork
Connecting to MyWLAN
| M Y
e -
Cancel
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Step 7:
USB Dongle successfully connected
to network, Click flClose

@ € Connect bo s netwark
Sucecessfully connected to MyWLAN

Save this netwark

| Clese




0 " TECHNICAL SPECIFICATIONS

Product
WLAN11n ISM Band Dongle
Name

Standard IEEE802.11/ b/g , 802.3, 802.3u
Frequency
2.400GHz ISMband
Band
Modulation
BPSK/QPSK/16QAM/64-QAM
method
802.11b : DSSYDirect Sequence Spread Spectrum)
Spread 802.11g/n : OFDM(Orthogonal Frequency Division Multiplexing)
Spectrum
Data Rate 270/240/180/120/90/60/ 54/48/36/ 30/24/22/18/12/11/6/5.5/
2/1Mbps and Maximum of 300Mbps.
Operation Ad hoc
mode Infrastructure (Access Points is needed)

Transmitter

Output <14 dBm@11n,< 17 dBm@11b, < 14 dBm@11g
Power
. Operating at 11Mbps: @ “80dBm
Receiver : —~
Sensitivity Operating at 54Mbps: @ “70dBm
Operating at 300Mbps: @“64dBm
Operating
Indoor Up to 100 m, Outdoor Up to 280 m
Range
Security 64-bit, 128 -bit or WEP (Wired Equivalent Privacy); TKIP, AES
I/O Interface | USB 2.0
LED Link/Active
Operating
system Windows 2000, XPand Vista
supported
Management | Windows-based configuration utility and status monitoring
Regulation FCC for North America

CE/ETSI for European

Dimension

90 x 26 x 10.95 mm
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dBm@11n
dBm@11b
dBm@11g

Operating
Temperature

0~50

Storage
Temperature

-10~70

Humidity 5 ~ 90%maximum (non-condensing)

Symptom :

The LED is off.

Remedy :

Make sure the PCCard is inserted properly. Otherwise contact your vendor.

Symptom :

The LED is always on not blinking.

Remedy :

Make sure that you have installed the driver from attached CD. Otherwise
contact your vendor.

Symptom :

The LED is blinking but the PC Card icon does not appear in your icon tray.
Remedy :

Make sure that you have installed the Utility from the attached CD.

Symptom :

The PC Card is linking, but can’t share files with others.

Remedy :

Make surethef i | e and pr ifunction is ensliled. Yo uncgn

enable the function by checking theiconof My Comp-a@Caent r ol
PanelNet woxfki |l e and pri>nt emanstharoi rbgg abl e to

others to access to my files
Symptom :

Slow or poor performance .

Remedy :

Try to select another channel for the communicating group or move your
device closer to the Access Point.
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IEEE 802.11 Standard

The IEEE 802.11 Wireless LAN standards subcommittee, which is formulating
a standard for the industry.

Access Point

An internetworking device that seamlessly connects wired and wireless
networks together.

Ad Hoc

An Ad Hoc wireless LAN is a group of computers, each with a WLAN
adapter, connected as an independent wireless LAN. Ad Hoc wireless LAN
is applicable at a departmental scale for a branch or SOHO operati on.
BSSID

A specific Ad Hoc LAN is called a Basic Service Set (BSS). Computers in a
BSS must be configured with the same BSSID.

DHCP

Dynamic Host Configuration Protocol - a method in which IP addresses are
assigned by server dynamically to clients on the n etwork. DHCP is used for
Dynamic IP Addressing and requires a dedicated DHCP server on the
network.

Direct Sequence Spread Spectrum

This is the method the wireless cards use to transmit data over the frequency
spectrum. The other method is frequency hoppin g. Direct sequence
spreads the data over one frequency range (channel) while frequency
hopping jumps from one narrow frequency band to another many

times per second.

ESSID

An Infrastructure configuration could also support roaming capability for
mobile wor kers. More than one BSS can be configured as an Extended
Service Set (ESS). Users within an ESS could roam freely between BSSs
while served as a continuous connection to the network wireless stations
and Access Points within an ESS must be configured with the same ESSID
and the same radio channel.



